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Manage Certificate Hashes
Set FODN
Set PKI DNS Suffix
Return to Previous Menu

Default
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Computer

i FW. st Format Removable Disk { 2
QBak = ) - 7| Jsearch | Foders | -
Address [ i My Compier Capacity:
Hore | Type | |2431B =
System Tasks = Hard Disk Drives
B Eile: system
] vew syscem informacon “elocalDisk(C:)  LocalDisk
) A or remave programs [Fat =]
P haneazenro oS WY RS e Allacation unit size
K Eforktha dok LCOOrve (D) CDDwe P
- Fremovable Disk IDeFault allocation size j
Other Places 2 Qpen Yolume label
Explare 2
N 1y Network Places Search.... I
£} My Documents Autofay .
@ Contral Panel Sharing and Secutty... Format options
Open as Partable Media Device...
vetais » e
Removable Disk (E:) E‘F‘t— I | Create an M5-DOS startup disk
Remoyable Disk cut
File: System: FAT Copy |
Create Shortout
Rename
_ Fupertes cose |
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+ Gatting Started
= Discover Manageable Resounces
*install the Altiris Agent
= Configure Alliris Agent satings

+ Enable Hardware Management

D<ALL Dell Client Manager Standard

Dell Client Manager Standard

DelL

HARDWARE

Hardware Managemant

+ Hardware Management Tasks
= Scan for Inventory Data
*Scan for Current BI0S Seffings
* Configure EIOS Semngs
= Upgrage BI0S Versis
= Set Monitoring and Alerts

+ ASF and AMT Setup and Tasks
* ASF Quick Stanl
* AMT Quick Start

+ Summaries
. Dell Clignt Discovery ang
Installation Summary
*BIOS Connguranon
*BIOS Upgrades

* Reports
, Dl Client Manager Agent

=

* Digcover Dall Client Systems MANAGEMENT

. Configure Agents for 32-b4t
Hardware Management Welcome

- Configure Agents for 62-b4 Welcome to Dell Cli Standard. This hard solution lets you manage your Dell
Hardware | Protision tations, OpiPiex desktops and Latude notebecks from a remcte management console

. View Clignt Systems Discovery Management capabiifties for cartain older madels as well as Dell Inspiron notebooks and Dimension
Results desHops are lmited 1o discovery only. Sea e Product Guide for a complete list of suppared modals

. View Clignt Systems Configured for Dell Client Manager Standard includes a 90 day license. Ifthe license is allowed to expire. inventory funclions

will caase funcioning. To obtain a e, unlimited license you must register vour product. Once you have
‘obtaingd your unlimited Beense you will néed 1o install it Click here 10 install a licenss.

Getting Started

Quick Start Tasks. If you've aireacy installed the Altirs framework - A

plus management agents on e systems you wish 1o manage - you are ready to enable hardware
management on your qualified Dell client systerns by following the Enks in the Enable Hardware
Management Section at e top of the quick start taskmena, on the et

Clicking any link on the quick $1an task menu cpens e target LISk, policy, of report in this window, Click the
View Report buton an any of the five hardware management task pages to leam he status of the task.
Please note hat, depending upon your Sarver seftings and ather factors. these
reports may take some time to begin retuming data the first ime you enabla the palicy or task that is being
reported on.

Serer

First Time Setup. If you'vi just installed Allids Notiication Sercer for the first me, there ae 3 Tew hings you
need fo do first betare you can perform Dell Client Manager tasks. Links to these tasks are found under the
Gefing Started section of the quick starttask menu. Als0, depending upon your emiranment and
management preferences. you may wantto consider adjusting some Notdicaton Server configuration
options to better suit your needs.

Leam more..

Done.
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£ B3 Intel® AMT Getting Starbed
0 Reperts
B O Tasks

Section 1. Provisioning
Sachon 2. Intel® AMT Tasks

TRYPROWdministrator

671442007 11714 P
TRVPROWADministrator  614/2007 1:17:13 PM

Favorites
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Ll
S B Cut of Band Management
& 3 Alsrt Standard Format Gatteyg Startad
# [ Colectons
& [ Configuraton
S B Intei® AMT Gatting Started Sedion 1. Frovizioning Folder TRVPROWAdministrator  6714/2007 1:17:14 PM
Rl Section 2 Ints# AMT Tasks _Folder TRVPROAdmin 61472007 11713 PM
B ) Sacton 2, Intel® AMT Tasks
& [ Reperss
B [ Tasks

Favorites
S (@ My Favorites
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[%wee -

i

Done 0
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G4 B Z)akis Consele 6.5
<1 altiris console .
[Home View HManage Tools Reports Configure Help >
Ll
S B out of Bang Management

B B3 Alert Standard Focsat Getting Started

& OO Colactirs Intel® AMT Getting Started
S %]Col‘.ﬁwabon Modified By
=] :lmt! AT GRTRNg Started Section 1. Frovisioning Folder TRVPROWAdministrator 671472007
B B secton L Fraviscing Saction 2 Inta AMT Tasks Folder TRVPROWdmin 6/14/2007 1:17:13 PM
i [ Base Pravisionng (wishout TLS)
@ [ Enabie Secuity (TLS)
® ] Section 2. Intel@ ANT Tasks
B I Reperts
& ) Tasks
Favertes 2|
= (&) My Faverites |
Al =
B Altrts Console Home ;m: :b:'}lufi e il =
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Home View Hanage Tools Reports Configure Help >

LI
S B3 Out of Gans Management
6 £ alert Standard Format Gatting Startad
& [ Colections:
@ [ Configuraton
& E3 Intel AMT Gethng Started
B O secton 1. Provisining
@ [ Basic Provisioning (without TLS}
@) St 1 Configune DI
£y S8 3 Dacover Capsbiter
1 53e0 3. vaew Intel T AMT Cagabée Computers
@) Step 4 Creats ProSie
@) St 5 Generate Security Keys
@) S:=p 6. Comfigure Automatc Frofie Assgrments
@) S3ep 7. Moritor Provisioning Process
@ 5360 5 Moritr Frofle Assgrmants
@ [ Enatie searity (1LS)
B ) Section 2. INteI® AMT Tasks
& [ Reports
& O3 Tass

| Favorites =
S (& My Favarites
B alteis Consale Home:

Falder

Sedtion 1. Provisioning
| Section 2. Intel® AMT Tazks Folder

fomm 1teZof2
| Pager 1of1
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8. DNS Configuration(DNS 72 &) 3t 22| Test(& Ab)S 22!56104 DNSOi| ProvisionServer 50| U1 =0l SHHZ Intel X L 74 MBI(SCS)Q Xl &QIGHAAIL.

A ) T

W B2 Z)is Consdle 6.5
<1 altiris console

B B3 Alert Standard Focsat Getting Started
& [ Colections:
@ [ Configuration
S E3 Iniel AMT Geteng Started
2 [ Section 1. Provisioning
= [0 Basic Provisioning (without TLS}
@) Sten 1. Configure DI
£ 5700 2 Discover Capsbibes
1 5te0 3. view Intel T AMT Cogatie Comouters
@) Sten 4 Creaie Frofie
W] Samp 5. Ganerate Secunty Keys
@) Siep & Configure Automatc Profle Assgnments
@) Sep T Monitor Provisioning Process.
@ 580 5 Moriter Frofle Assgrmants
@ [ Enatée seausity (1LS)
& ) Section 2. Intel® AMT Tasks
& [ Reports
& O3 Tasis

Favorites -
= (@ My Favorites
B altes Congale Home

DNS Configuration

Intal® AMT davice satup and ©

requires the

(DNS) Server. The DNS must have information for two entities:
= The computer running Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT davice must be registered within DNS

of 3 Domain Name System

Intels SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel®
5CS Sarver is funning on this computer) must be registared in the DNS as “ProvisionServer”.
This must be done in gach DNS Domain. When it sends its "Hello” message, the Intel@ AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domam, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has 3 different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intel® SCS Server.

Resolved “ProvisionServer® IP:

Resolved Intel® SCS IP:

Intel@ AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FODN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host 05. This stems
from the fact the Intel® AMT device is not a secure DNS client and it rebes on the host 05
to maintan the DNS record. For this reason, the Intel® AMT device snoops the DHCP
requests and responses issued by the host 0S. The Intel® AMT device then uses the IP
provided by the DHCP to the host OS as its own.

When the host 05 is down, the Intel® AMT device requests DNS registration of its
«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are

Bore
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localiAkiris

Efer x|
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| Home View Manage Tools Reports Configure Help >

LI A
= B3 Out of Band Management
6 £ alert Standard Format Gatting Startad
& [ Colections:
& [ Configuration
5 E3 Intel AMT Gethng Started
B [ Section 5, Proviskning
15 [ Basi Provsioning (without TLS})
B/ Step 1. Configure DS
b Step 2 Dcaver Copablitics
11 53e0 3. vaew Intel T AMT Cagabie Computers
@] 510 4, Create Profie
@) Sten 5 Generate Secunty Keys
@) S:=p 6. Comfigure Automatc Frofie Assgrments
@) S3ep 7. Moritor Provisioning Process
@ 5360 5 Moritr Frofle Assgrmants
@ [ Enatie searity (1LS)
i [) Section 2. Intel® AMT Tasks
& [ Reports
& O3 Tasis

DNS Configuration

Intal® AMT device satup and requires the of 3 Domain Name System

(DNS) Server. The DNS must have information for two antities:
+ The computer running Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must be registered within DNS

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel®
5CS Sarver is funning on this computer) must be registared in the DNS as “ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intebl) SCS Server.

et

Resclved "ProvisionServer” 1P: 192.163.20.10

Resolved Intel® SCS 1P 192.168.20.10

Intel® AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host OS. This stems
from the fact the Intel® AMT device is not a secure DNS client and it refies on the hast 05
to mantan the DNS racord. For this reason, the Intel® AMT device snoops the DHCP
requests and responses issued by the host 0S. The INtel® AMT device then uses the [P
provided by the DHCP to the host OS as its own.

When the host 05 is down, the Intel® AMT device requests DNS registration of its

«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are =l

Bore. [ B ™ T [Pt =
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<1 altiris console

| Home View Manage Tools Reports Configure Help >

LI A—
S B3 Out of Gand Management
& E Alert Standard Format Gettrg Started
& [ Colections:
& 1 Configuration
S E3 Imel® AMT Geteng Started
2 [ Secton 1. Provisioning
& [ Basic Provisoning (without TLS)
B 5220 1. Configure D18
S Step 2 Discover Capsbities
B 5te0 3. view Intel @ AMT Cogabie Comouters
@] S0 4 Create Frofle
@) St 5 Generate Security Keys
@l S3mp & Configure Automabe Profie Assgnments
@) Sep T Monitor Provisioning Process.
@) Sten B Moritor Profle Assgrmants
@ [ Enatée seausity (1LS)
& ) Section 2. Intel® AMT Tasks
& [ Reports
& O3 Tasis

= (& My Favorites
B altes Congale Home
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il trepeo. focal < TRVER:

Arriinigtrator

Configuration

Intal® AMT device satup and c requires the of a Domain Name System

(DNS) Server. The DNS must have informabon for two entities:
= The computer running Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT davice must be registered within DNS

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with Intel®
5CS Sarver is running on this computer) must be registered in the DNS as "ProvisionServer”.
This must be done in gach DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domam, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has 3 different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intel® SCS Server.

Testl

Resolved "ProvisionServer® IP: 192.168.20.10

Resolved Intel® SCS IP: 192.168.20.10
Intel@ AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FODN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host 05. This stems
from the fact the Intel® AMT device is not a secure DNS client and it rebes on the host 05
to maintain the DNS record. For this reason, the Intel® AMT device snoops the DHCP
requests and responses issued by the host 05. The Intel® AMT device then uses the [P
provided by the DHCP to the host OS as its own.

When the host 05 is down, the Intel® AMT device requests DNS registration of its
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Home View Hanage Tools Reports Configure Help >
(R m—
= B3 out of Bang Managenent
& 9 AlertStandard Format Gatling Started
& [ Cobections
@ [ Configuration
S £3 Irtell AT Gatting Started
2 [ section 1. Provisiing
= ) Basic Fravisioning (vwithout TLS)

| W Enable {currently enabled) |

Mame: Out of Band Discovery
‘Description:  Detects Out of Band capability of cient system.

Wl S2mp 1 Configurs DI ‘Backage name: Out of Band Discovery Package
5 Smp 3 Diszaver Capabltes Program name: [Gut of Band Discovery Program i |
B 53ep 3. view Intel & AMT Capabie Computers £
@ 50 4. Creste Prosie ¥ Enable verbese Reporting of Status Events
:Il i: : Srehie SR Ene. el Al 32-bit Windows XP Computars, All 84-bit Windows Vista 7
Conrure i , All 32-bit Windows Vista Computers ...
@) S0 7. Monitor Frovisening Fracess o ; 55 i
@) 5100 5. Manitor Prodie Assgrwents Package Multicast: I Disable download via multicast
& O Enavie Security (TL5) g e T e e e
i () Section 2, INted AMT Tasks Scheduling Options
& [ Reporss © Manual ¥ Run once ASAP
L © Scheduled I~ Schedules 1o schedule hiss been defined

& Only run at scheduled tme
£ Run as soon

schetuled time

¥ User Can Run

I™ Hotify user when the task is available
I~ Wam before running

Favorites. - @ cancel | Xy The Agent installabon task has been saved successfully

= G Wy Favantes
B altirs Congole Home

= (o Y T IR =

11.  Step 3. View Intel AMT Capable Computers(32t 3. Intel AMT Jts & B E EI|)S Hdectd A2,
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W B2 Z)is Consdle 6.5 I I T2 < 6 - d - heee - GTeck -
<1 altiris console s whirishion trvpeo.docal - TRVEROVAdmInistrator F, F, - Y9 =

| Home View Manage Tools Reports Configure Help >

Ll i
S £ Out of Bang Managament Out of Band Discovery
& £ At Standard Foreat Gattng Stavtad I
w gfnlelchnns e ||7 Enable (currently enabled)
881 cntosten | Name: Dut of Band Discovery

S 3 Inel® AMT Getbng Started
2 [ Section 5, Proviskning
= [ Bas Dravisioning (without TLS)

| Description: Detects Out of Band capability of ciient system.

@) Step 1 Configure DI | Package name: Out of Band Discovery Package
. S3ep 2 Discover Capablites | Program name: [out of Band Discovery Program I |
131 Step 3. Ve Tnbel @ AMT Copabie Computers | &
@) 580 4 Create Frofie F Enable Verbose Reporting of Status Events
W] Samp 5. Ganerate Secunty Keys i P,
| All 32-bit Windows XP Computers, All 64-bit Windows Vista
@) Step 6. Configure = | Apples to Computars, All 32-bit Windows Vista Computars ... 7
@) Step 7. Monitor Frovisioning Process
@) 500 8 Moriter Frofle Assgrmants | Package Multicast: ™ Disable download via multicast
@ [ Enabie seauity (TLS) |
i (2 Section 2. Intel AMT Tasks Scheduling Options
# [ Reperts © Manual ¥ Run once asap
& O Tasks # Scheduled I Schedule: No schedule has been defined

& Only run at scheduled time
I Run as soon as possiple after the scheduled time

¥ User Can Run

I™ Motify uzer when the task is available
I~ wam before running

e = Cancel | 1) The Agent installation task has besn saved successfully

= (@ My Favorites
B alts Congale Home

Bone Y A - T [ =
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o £ Akiis Conzle 6.5
<1 altiris console
Home View Hanage
L - —
= B3 Out of Gand Management

# B alert Standard Format Gatting Started

All Intel® AMT Capable Computers

& [ Coliectons. 1
@ [ Configration | &l computers in this collaction are Intal® ANT cazabla.
£ IrelE AN Gatong Started |Lant Updabed:  €/27/2007 £1:03:31 AW
2 [0 Saction &, Proviseing || & This collection has no members, |

= ) Basic Fravisioning (vwithout TLS)
@) St 1 Configurs DS
# Smp 2 Duscaver Capsbilbes
191 5300 3. View Intel @ AMT Cagabie Comguters
@) S 4 Create Frofie
@) Sten 5 Generate Secunty Keys
@ 5= 6. Comfigure Automatc Frofie Assgreents
@) 5ep 7. Morutor Provisioning Process.
@) 5tep B Moritor Frofle Asegrments.
& [ Enaie seaurity (1LS)
() Section 2, Inted AMT Tasks
& [ Reporss
& [ Tasks

R b
= (& My Favontes.
B Al Console Hove

= 1 oy Y T oo

<1 altiris console attirisbione trvpro.tocal - TRVPROUAGmmistrator
| Home View Manage Tools Reports Configure Help
Lk, ca - 5
S 3 Outof Bang Managament

B B3 Alert Standard Focsat Getting Started

& 1 Colactions All AMT Capable Computers
& [ Configraton | &ll computars i this collection are Intel® ANT capable.
= 23 ripl® AT Gethng Started |Last Updateds  6/27/2007 21:03:32 AM

2 [ Secton 1. Provisioring | &) This collection has no members,

& [ Basic Provisioning (without TLS)
@) Steo 1 Configure DI
& Step 2 Discover Capablities
191 53e0 3. View Intel @ AMT Copabie Computirs
@] S0 4 Create Frofie
] Samp 5. Ganerate Secunty Keys
@l S3mp & Configure Automabe Profie Assgnments.
@) Sep T Monitor Provisioring Process.
@) 580 5 Moritee Frodle Assgreants
@ [ Enatée seausity (1LS)
& ) Section 2. Intel® AMT Tasks
& [ Reports
& O3 Tasis

(- -4
= (@ My Favorites
B alts Congale Home

Iy [ T B
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altiris conscle

B Ak

tStandard Focat Gatting Searted Manage
& [ Colections
& [ Configuration
=R = | T ANTT Gatong Started
2 D Section 1, Provisining
= [ Basic Provasioning {wishout TLS)
@ Step 1 Configurs B0
5 fie0 2 Discaver Capsbltes
Intel & AMT Capabie Compubers

" Monitor Provisioning Process
- Maniter Profle Asggrmants

ity (1LS)
i ) Section Z, INtI D AMT Tasks
® [ Repors
& [ Tashs
Favorites
= (@ my Favonites

B alteis Consale Home:

Bone

14. General( Bh 0IM 22/kt=s Z2ML 018
=1

SEISHD M

5= A ~
L ES L LSE BFE = U

2 =
;I ¥

[Defalt profile

Kerberos
C:

Password

Administrator Credentials

defauic_2 User name: Ianr\'. ]

Intel® AMT 2.0 password:

Random creation
Manual:

onfirm password: [Fesssesssesssessass

Max clock tolerance: 5 ini
ks Intel@ AMT 1.0 password:

sesssasarasansnneee

sword: [wssssssesesssessene

15. Network(Wl ES3) & ng response(Z S
=

£ =822 F43l

), VLAN, WebUlI, Serial over LAN(LANS

o
2 pi
A2 MEBXOIA Ol2ist 482 2% £ 5= ASLICH

2 ¢12) 2! IDE Redirection(IDE 2| C| 2 &d)S & & 3]

SHZYELCL manual(= &) 2tCIR &HF5

Hs M
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AMT Setup & Configuration Service Pr:

| General [Metwork [ TLS [ AcL [ Pawer Policy |

General

¥ Enable ping responss
VLAN

" use vian

==
Enabled Interfaces

™ Web UL

¥ Serial over LAN

¥ IDE redirection

hitp: lakirishox. rvprodocallitine | OORSCE Bk ProfieDily, asxTactionmadd i Irkernat v
16. TLS(& & HES 29 B2 TLSE &43sict= JIsS NM3ELICL #2435tE s &< 2SI 2(CA) server name(CA At 01&), CA common name(CA =& 0/ &), CA type(CA 2 &) L
certificate template(2/ S Al HES!) S Z&ol=s UE 2 ZELICHL

| General [ metwork [TLs | AcL [ Power Policy |
ns
I use TLS

Configure the Profile Certificates

E I

|
[Entermrise

=]
[

hitp: [fakirishas.trpro.docalltins [ OOBSCIE i ProfieDy. s adtionmadd i Irkernat v
17. B2 WO SS(ACL) 2 0/0/ Ol T2} H2AE AZTE B

S5t M AFBXHE FOtotn e B2 2ets Folots Ol A2 ELICH

=

| General [ network | TLS [ AcL | Power Policy |

View and Configure the Profile ACL

]

it ffakirisbas.treprodocallltin /OCBSCREDE ProfieDi, aspxactionmadd

@ Intemet

&

18. Power Policy(M & & ) &0l = Intel AMTS 2& AEH L Idle Timeout(R & ELAOIR) £ & AUSLICEL 2 A ds2 A K7 Et20I2
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© FAAE:Power Policy® ¥ &) 20| £F2 ESr40 S®S RS BRES IS0 BUHCZ g8 = &

[General [metwork [ TLS [ AcL [ Power Pelicy |

‘Configure the Profile Power Policy

Intel® AMT is ON in the following host sleep states:
Intel® AMT is always ON (S0-55) -
Idle tmeout:

|0 minutes

altiris' conscle

Home View Hanage Tools Reports Configure Help >
| ZElw 2% |

Manage Profiles

ang Management
e Format Gatting Startad

B [ Secton 1. Provistang Dedault profile
= [ Basi Provisionrs (it
1. Conf

W Tntel T AMT Caosbie Comauters

AT S3mp 4. Creats Frofie

@) 5i0 5. Gkt Senunty Kevs

@) Ste0 6. Configure Automatc Profie Assgrments |
7. Monitor Frovisoning Process

tor Profie Assgreents

ity (1LS)
i ) Section Z. Intel® AMT Tasks
[ Reports
B [ Tashs
Favorites

| Bovm 1telofl
2 (@ My Favarites Fager 1 ofl Rows ceroage: [41 x]
1§ Altris Console Home

o o o - [oow =
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G4 4 Z)arisConscle 6.5 I |

<1 altiris console
Home Veew Hanage Teols Reports Configure Help =

| FolrErlgnn

2 53 vt of Bang Management

e g stonl i i Manage Security Keys
[ Codections
1 Configraton
3 Inel® AMT Gettng Started
B O Secton 1, Provisioning
= [ Basic Provsioning (wishout TLS)
@ Step 1 Configurs B0
& Sep 2 Ducover Capoblitics
1B 53e0 3. vaew Intel T AMT Cagabée Computers
AT Step 4. Creats ProSie
@) Step 5. Generate Security Keys
@] Step 6. Configure Automatic Profle Assgnments |
@) Step 7 Wonitor Provisoning Process
&) Step §. Moritor Profle Assigrents
@ [ Enadie security (1L5)
i ) Section Z, INtI D AMT Tasks
® [ Repors
& ) Tasls

0DE 8

Favorites
S & My Favorites
B altrs Congale Home

Bone

21. Generate keys before export(L{ 2l HOll 31 4 4) el SHFE HEF

ity Keys to USB Key

" anty selected
¢ Generate keys before export:
Generate Security Keys

mber of secunty keys to generate: ISU

Factory Default Intel® Management Engine Password
Iadmln

Rew Intelz Management Engine Password
o

1

IntelE ME Pass

oy or brped (nimeruslly

Intelf Me Paseword Elliz:ﬂ

Export Result -
To crants and dovnload USE kay file, first configurs sattings and click: Ganerats fila, an
click Dowrload USE Ly fds. Place dewnlosded fa to the USS Storage Davies.

Avadable: No data exported yet Close I
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Generate Security Keys
Mumber of security keys to generate: |50

Factory Default Intel@ Management Engine Password
Intel® ME Password: admin

New Inteds Management Engine Password
Thi d ed o 68 key or typ
Eng e

Intel® ME Password: Dell123!

« Managemant

shen

configure

avadable: No data exparted yet close |

‘bt fakiishos.trvpro Jocalflbrs O0BSC)SecuritMER: SettingsPage. aspir g Intemet =7

23. Intel MEJ|2 2S5 & adminLICH &30l 2= M Intel ME @S E PHGHEAIR.

" {Generate afore export:
Generate Security Keys
Number of security keys to generate: [so

Factory Default Intel@ Management Engine Password
Intel® ME Password: admin

New Inteds Management Engine Password

Thi o ed Frorm LS key or o

« Managemant

l an

Intel® ME Password: Deli123t

aee downlaada

Mo data sxported yet

Avadable:

|

‘Rt ffakvishox trpeo. locall Mbrs jO0BSC SecLrt MEB:Setting=Page. asp () Irkernet =

24. Generate(d 4)S 26 AI2. I1JF HAHZH Generate(d &) ¢ 220 230t LIEHELICH

ty Keys to USB Key

€ anly selectad
 [Generate keys before export:

Generate Security Keys
Number of security keys to generate: [50

Factory Default Intel@® Management Engine Password

Intel® ME Password: Iadmln

New Intel® Management Engine Password

= althar uploaded fram LS8 key or typed in manu:

into tha Managermant

ean

Intel® ME Password: Dell123!

Export Result
reate and d oad USE key file, fir
k Download USE kay fide. Place 4, o

Avaidable: Mo data exported yet Close

bt ffakirisho.trvpeo. Jocalf At O0BSC/ SecLrityMERSettingsPage. aspic |G Intemet 7




LICH O] IS USB IO X&

25. OIX0fl € USB E XIS ProvisioningServerS USB WU E{ Ol & GHAAIL.
S2I5t0d setup.bin LS USB X2 HEREoIYUAIR. USB EX= JI=2M22 2IAE

Download USB key file(USB 3| I} CI22ES)AIE

St AIL.
45 OF & LICH

Z 2 USB & XI0il setup.bin IS MG A0l USB XIS CHAl Zo%

=20 =It 310t 2eE

£ only selected

* [Generate keys before export

Generate Security Keys
MNumber of security keys to generate: |50

Factory Default Intel® Management Engine Password

Intel® ME Password: admin

New Intel@ Management Engine Password

aithar uploaded fram S8 key or typed in manually into the Management

This passeerd
Engina BICH

anzion screan
Intel® ME Password: Dell123!

Export Result
To treste and downlond USH Ley fle. First configure sattings and cick Genarate file. and then

dick Downlcad USE kay fle. Place domnlosdad fila to the USS Storage Device

Download USE key file Close |

Samanie &f27/2007 11:12:43 AM

et [ akrisben trvpro.boc sl Altne OOBSC SecLriyMEBSetingsPage aspic g Inkernet

a. File Download(Il Y Ct2Z2E) tHat & X2l Save(M B)E 225t

i

HAIL.

Do you want to save thiz file. or find a program online to open

@ Hame: setup.bin
Tipe: Unkriown Fie Typs, 25.5KE
From:  akirisber brvpeo,Jocal

_fnd || e |

'9 il wmmwwwuw T
Wmnmhmﬂy:'m e, What's the righ? :

b. Savein: (& £ X|:)0l USB XIS JtelI=X HQIGHAAIL. Save(H &)E S2IoHAAI2.

2l

Savein [ <o Resovoble Disk 1) B ogE

Deskiop

=

My rnm;-

Fio an: Lshg b
Savessbme [ b Doousert

Lel L«

EFE|
_°'_'=LLJ

c. Download complete(CH2 2= 2 =) (I3 A X2l Close(& J)E SGIAAIL.




Ble ER Yow Fgrorkes Toos  Help

il=lE ]

T
i

- ¥ Search  Folders | [
Aekiress [ £ 8=
Narms Sa | Tvpe | Date Mocified | aibutes |

File and Folder Tasks ¥ Hsetup.bin 26KB  BIN File B[27/2007 L1112 AM A

Other Places ¥

Details %

Remavable Disk (E)

Removabl 5k

Fie System: FAT
27. Export Security Keysto USB Key(2 ¢t 918 USBIIZ2 WEUDI) X SCt0IE EaD| &2 €1 Altiris 252 SO0 AL,
28. USBZXS ZHREHEHZ MR ZXS HAGD BREESE HYAMR2.USB E X = SAl AACMH OIS HAIXIOE LIEFELICH

Continue with Auto Provisioning (YN (XS 32 A

29. <y>J|E S2HAL.

LIZk2[ Oll/ OFLI 2]

Intel(R) Management Engine BIOS Extension v3.0.2,80804

Copyright(C) 28683-87 Intel Corporation,

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)

All Rights Reserved.

30.

Press any key to continue with system boot...(0t% JIL S21 AIAE

Intel(R) Management Engine BIOS Extension v3.0.2.86804

Copyright(C) ZBBA3-8Y Intel Corporation,
Found USB Key for provisioning Intel(R) AMT

Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot.

All Rights Reserved.

Intel(R) Management Engine BIDS Extension v3.8.2.80884

Copyright(C) ZAR3-B7 Intel Corporation.

Found USE Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot.
ME-BIOS Sync - Successful

All Rights Reserved.
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32. Step 6. Configure Automatic Profile Assignments(6Et . XIS ZE2 MY & FH)E HEGAAIL.

G4 B Z)akis Consele 6.5
<1 altiris console
Home View Hanage Tools Reports
Ll
S B3 Cut of Band Management
& B3 Alert Standard Format Gatting Startnd
& [ Collections:
@ [ Configuration
S B3 Imelz A Geteng swaned
B 0 Saction L, Proniskeing
= [0 Basic Provisioning (without TLS}
@) Steo 1 Configure DI
4 step 2 Siscover Capebites
1D 5tep 3. view Intel @ AMT Cogabée Comouters
AT Sten 4. Creste Frofie
] S2ep 5. Ganerate Security Keys
) Step & Configure Automatc Profie Assgnments
@) 53 7. Monitor Frovisoring Process
@) Sten 5 Moritor Frofle Assgrments
@ [ Ensbée Security (TLS)
[0 Section 2. Intel® AMT Tasks
& [ Reports
& [ Tasks

Favarites. =

& @ my Faverites I™ Filtar by PID: I Filtar by Pes:

B alteis Consale Home:

o I o o - T eV

33. ZFO0l Enabled(Z & 3HQI X QIGHAAIL. Intel AMT 2.0+ SR HIw0IA Ol A0 R4St T2MAS HEGIAAIR. 20

G -F

94 ¥ nkie Conecle £.5
<1 altiris console
Home View Manage Tools Reports Configure Help >

b - ]

2 B3 out of Bang Management
& S et Standard Format Gettg Started Resource Synchronization
# 1 Colectons
& [ Configraten W gnable (currently enabled)

S B3 Irtel® AMT Gateng Started
= O secton &, Provisening

utomatically foned state and have
= [0 Basi: Pravsionig (wshout TLS) ? nsind. iyt Hok s LR
@] Se=p 1. Configure D5 I Intal® AMT 1.0 to profile: [detzuit_3 =]

£ Smp 2 Dwscover Capabltes
T Step 3. Vit Intel B AMT Capaie Corrouiters W Intslg AMT 2.0+ to profile:  [default_3 3]

ST Step 4. Creste Frofe

& e 5 Geeiats Securty Keys Synchranize Intely SCS and Notification Server resources
@ Bi=p & Configurs Automatc Frofle Assgreents | | [~ Remove Intal® AMT Foih Mot Crie dateb

@) 5:ep 7. Monitor Provisioring Fracess

@) 5%p 5 Moritor Frodle Assigrwents W Enable Schedule: |Daily -

At 2:10 AM 1days,

arting Saturday, January 01, 2005

& [ Enaile seeurity (TL5)
& ) Secton 2 Intel® AMT Tasks

@ [ Reporss Last synchronization statistics
& [ Tasks Current status: Inactive
6/27/2007 2:10:11 AM
(]
Assigned resources ]
Created resources: ]
Cleaned resources: 1
Favorites >

2 @ My Favantes Apply E Cancel

B At Congole Hove

=5 o . T [k =

34. Step 7. Monitor Provisioning Process(7&t 2. lI& T2 HA QUIEF)E HEGEAIL.
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W B2 Z)aris Consde 6.5
<1 altiris console

2|l five sesrcn

D6 & e Grae-

(2l

) |

Home View Hanage Tools Reports Configure Help >

Ll
S B Cut of Band Management
6 £ alert Standard Format Gatting Startad
& [ Colections:
@ [ Configuraton
S B3 InelT AT Geterg Started
B [ Section 5, Proviskning
& [ Basic Provisionig (without TLS)
@ Step 1 Configurs B0
& $tcp 2 Dscover Capoblitics
1B 53e0 3. vaew Intel T AMT Cagabée Computers
AT Step 4. Creats ProSie
G Sten 5. Generate Secunty Keys
Wl S2mp & Configure

=
e

Resource Synchronization

¥ Enable (currently enabled)

w profile sesignmaents
Fully Qualified Dam.

I Intel® AMT 1.0 to Wﬁlt
W Intel® AMT 2.0+ to profila:

QON) found in the K

Idefault._3 'I
!delault_z vl

Synchronize Intel® SCS and Notification Server resources

W) Step T Monitor Provisoning Process
@) Step §. Moriter Profle Assigrents
@ [ Enatie searity (1LS)
B ) Section 2. Intel® AMT Tasks
& [ Reports
& O Tasis

Favorites =
2 @ my Favarites
B alteis Consale Home:

" Remaove ds from

¥ Enable Schedula:

Intel® AMT
Daily ‘I

At 2:10 AM every 1 days, starting Saturday, January 01, 2005

Last synchronization statistics
Current status:
Last Synchronized:

Inactive
6/27/2007 2:10:11 AM

Total Devices: ]
Assigned resources: o
Created resources: o
Cleaned resources: o

Apply | cancel

reated automatically for all systams that are in unprovisioned state and have
ification Server database based on the system LUID.

ore

It Hegd gna:r /\\*E*' |5
Ofl Provisioned (Xl &

A

a3

gLICh

SOl LIEHLDT AIRELICHL M S

2= Unprovisioned(Rl 2 = X &

I & mteret

&8)0112

=)

[Hoow -

Al A& AERDL In provisioning(Rl 2

GE T 7)Akiis Conscle 6.5

=181
sdmiz] 49| K| [ive s |& -
|l 5 < ) - & - eage + (3 Tadk v

dulis,
S £ Out of Band Management
& 53 Alert Standard Format Getting Started
& [ Colections
& [ Configuraton
= 3 Intel® AVT Gettng Started
B D Section 1. Provigueing
= [ Bask Provisioning (wishout TLS)
@) Siep 1 Configure D5
- 50 2 Discaver Capablites
1 Step 3. Vet Intel T AMT Capabie Computers
AT 5im 4 Creats Profie
5 Ste0 5. Generste Secunty Keye
@] S:zp & Configure Automatc Frofie Assgrments
@) | 5380 7. Morte Frovisening Process
@) 53ep B Moritor Profle Assgneents
@ ) Enadie Secuity (TLS)
i ) Section 2. Intel® AMT Tasks

Profile

& [ Reparts
@ O Tosks
L o Ivaric = 2. [mecisening =1 [ Recoms: [30 =
~
e B e s =[] rEem [ meme
B altris Congule Home [ arder by Juuio x| direction:  |ascending =l

one o o i - T (oo =
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<1 altiris console S I

Home View Hanage Tools Reports Configure Help >
4|5 yigmr
o pepr— TGS L9 BB RB (X |
& B3 dlertStanard Format Gt Stactad Intel® AMT Systems
& [ Colectons
& [ Configuration
= B3 Intel AMT Geting Started
2 D Section 1, Provisining
= [ Basic Provsionng (wishout TLS)
@ Step 1 Configurs B0
5 Siep 2 Discaver Capabltes
1B 53e0 3. vaew Intel T AMT Cagabée Computers

G 510 5. Genenste Secunty Keys
@] =0 & Configure Automabe Frofie Ascgnments
@) Step 7. Monitor Frovisoning Process
@) Sten 5 Monitor Frofle Assgrments
@ [ Enatée Security (TLS)
@ () Section 2. Ivtel T AMT Tasks

® [ Repors
& O Tasks
B = o [ =l [ Racods: [ 5
-
;.:;*:;l’\mm [ EY profe. [defauit_3 g e | Ciem  [sizmizoos rzionioo am
5 Alteis Console Home [ Order by Juui x| direstion:  [Ascencing =1
o o - T [Fow »

AlEELICH

e BREI S50 LIEFELICH 2 ZFE = FQDN, UUID % Profile Name(ZZ I 0| 8) 22

Zuteol #¢

G4 B Z)akis Consele 6.5

<1 altiris console 0
Home View HManage Tools Reports Configure Help >

Ll ErrE -
S 3 Cut of Bane Management Sl Sl o
& ? Alert Standard Focat Gatting Started Profile Assignments
& [ Colectons

& [ Configuration
= B3 imelw AMT Geteng Stared
2 0 Section L, Proniskeing
= [ Basic Provisioning (wishout TLS)
@) Steo 1 Configure DI
5 Step 2 Discaver Capsbibes
1D 5tep 3. view Intel @ AMT Cogabée Comouters
4T Simp 4. Create Frofie
0 5. Ganerate Sacunty Keys
@ Step & Configure Automatc Profle Assgnments
@) 53ep 7 Moritor Provisioning Process
@) 5te0 8. Moritor Profle Assgrments
@ ) Enadie Security (TLS)
& ) Section 2. Intel® AMT Tasks

5 s

& [ Reports
& O Tasks
Favarite >
s.::‘] H:"F\l’\‘:\nm ™ ey vuio: | ™ ey Foon: | I~ By Prafila: | safach_3 =]
I~ orer y: [uuic x| direstion:  [2scending x| Fevapowm

B alteis Consale Home:

B - [Hoew -

one

ZFEEIJF MZ SR All configured Intel AMT computers(R A € 2 E Intel AMT & & E)2| Collections(2 8) ZC0IA 2 £ ASLICH



\:E&. #) aliis Consde .5 | | - El":?:'"-'w'iﬁ"lﬂ"»

altiris console G | e

T AVSEBO |
All Configured Intel® AMT Computers

All computars in this collaction are configurad Intel® AMT computars.
Last Updated:  7/21/3007 11:57:16 AM

3 Tt

% [ Configurston
B E3 IntelE AV Gettng Started
® [ Reports
+

] Tasks

Favorites >
S & My Favarites
B 2l Consoie Home:

Bone j fEE

MEBx 2IEHHH OIAE AIE6HH M3 2=

B

Intel® AMT= Enterprise(2 £ Z2t0| =) = Small and Medium Business(EA 72 I M) HE LEMS 2E)2 2F X2 = USULL F MK &5 L= 25 52 2 FH IPUIES
22 NJAELICH
SX IPUIIYZ(DHCP)Z AMET= Z2 Intel AMT SAE 0151 2 MM SAE 0152 LXIcH0k LICH £t 2 MM L Intel AMTI} 25 DHCPE ALS0tES P& GHOF &LICH

M IPUERZES MB6ts B2 Intel AMT IP =2 22 MM IP =42 Zetor LICH £8 Intel AMT SAE 0152 2¢ MAHQ SAE 0150 Zetor ELICH

1 Enterprise mode(%EIEE}OIE BE)-0l 2E= A2 IILMSLULL 0l LE= IS UIEHNZ R2EZM HE A
0= S IT 22Xt &= 222 ol Intel AMTS HEGIH &K L FHEIEZ & LICH Dell™ :.%E%E Z35 A
TE OIZNA S0l HAEE —’v‘- ASLICH

|S 2OHTLS)S XIJGIH 24 MHIAJF 2R8LICH A Zet
| QB ZEt0l= 2E2 J|2 €™ EASLICL 0l 2E= &£X &

1 Small Medium Business (SMB) mode(E& 72 JIYHM[SMB] L E)-0| LEE= Sh=stel A5 ZEZ A TLSE XIG6HA 220 £X SEZ2 0| Z06tX ESLICLSMB 2
CE S8 ATEN ZSLM(SV) 22l 250U 253 TLSE ALE6H)| 2lo 228 HIEKT L 2o olZet)t gle DUEULICHL SMB 20 A Intel AMT £X| & 74 T2
KA = Intel ME BIOS Extension(MEBX)S Sl #5222 &S ELICHL 0l 2S= ATt H2 LRSHA 24| (20l 2S5k e XIS HIERT Mel20l 2F 2SSE X 24|
S0 2o =0l Jt& ZLSLICH

Intel AMT & 2 Intel AMT EXI0fl ZE X £ CHE Intel AMT SHS 2F EXIELICHO: LANS S8 &g H2[SOL] IDE 2|CI2IE[IDE-R]0fl CHoH 2 FE 243,
T AN TS S22 BRE =Y I1200 o) B HAE > UASLICL 22 L= 22l 242 Sof ARHE BB & ASLICL
el

JIHZC0l= 22 M3 ¢y
LFES AEHZRI0IX 2E2 MBote & HA 20l UASLICH

1 AHAl

1 IT TLS-PSK
il H Al
HE NS 2OHTLS)0l 2R 2R SIAFHEHIA} ETol 22| HEAINA Intel AMT & X L 249 HAl LS AMGAAIR X L 74 AHI(SCS)E TLS PAS Slol 21SD|
2CXNE ASHE LZot= JI2H0ll tHet EX WERT HZ0l ZLELICH
HS BREES Intel AMTIOF 24 & MBS EHIJH H0f A= ot Al J12 *EHE HIZSELIC Oleist 2 FEIDE S5t Al D12 MEH0IA &X AEH2 S0It2AH Intel AMT & XIS HHMOF &
LICH Z2REIL EX MEH0 ASH =522 A& R0t L SCSIt HZE HIEKHN HZ5H0 AEZ2H0IE 2 Intel AMT 7E S AIEE 5= ASLICH

IT TLS-PSK

ITTLS-PSK Intel AMT £X| & P42 LEHOZ 3IAL2 IT SE0IA +ELICHL S &S0l 2RELICH

12X % PY MY

1 UESI & 2ot oldet
E5t Al J12 HEHSl Intel AMT Jts ZREID} Intel AMT £X & RES HYX= IT R20 MSSLCHLIT RE20HME F IOHX 28 S 6tLIE ALE6H0 Intel AMT £X Z2E 5E =
A2H X YEE Ye £ ZRE= AHZA0IZ 25 & EX S SO ASLICH SCS= PID & PPS NIES M -0k &LICH
Intel AMT &2 UERIE Sall +H00F ELICL UER A= B HS 2 MY SR II(TLS-PSK) Z2EZS AE00] 2S3tE = ASLICH 2HE I SCSOll HZ & e Zet
01Z2 25 F4o0l =& LICH
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Intel® Management Engine BIOS Extension(MEBX)2 IntelOil Al Dell™0l X 35t= A2l ROM 2E Z A Dell BIOSOl & 0 JASLICH MEBx= Dell Z FE0 CHoll AFEXH B2 2 ASLI

AHEZetol= LE(UAR JIEH DAY 0= £X & 78 MBI(SCS)It 2ZRELICHL SCS=E UIERTE Sdll Intel AMT £X & 78 E 8ot SEZ2 B S A LICH MEBXOIA
2 & A= AW 20| SCSE MS MBIt T SLICHL SCS= LEtH o2 S8 AZEN SSSM(SV)0IAM MBotof ISV 22l 25 ME0 S0 ASLICH TAS LiE2 2l 25 M3

Hu

1 Intel AMTS AIE{Z2t0I= 25
A2,

Ok BILICH XIAIAIEI 2 ME 24 2te| AT S ol

= Setup
= Boot Menu
MEBx

www.dell.com

OptiPlex XXX 3Series

]
BIOS Revisi 1.8.1

2. Intel ME Password(Intel ME 2 &) Z S0l adninS L GIAAIR. <Enter> IS FEHAIL. 25= WASIIL REEUILCH
MEBx S4& 2 #2510 &0fl J|2 %58 A0 &LICH

Intel(R) Management Engine BIOS Extension v3.8.2.08684
Copyright(C) 28083-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) HME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESC1=Exit [ENTER]=Submit

3. Change Intel ME Password(Intel ME 25 H 3H)S A EIGIAAI2. <Enter> IS S 2H A2 202 2ol M YSE T & AT AIL.



MEsE s R4S ZEH0F ELICH

8 2Xt

CHE X 104

A2 M

=X 1K

S(E2A A OLE) 2RO, ", 2/

0!

St Al Jl2 MEHOIM X AEf2 SO 2LICH

Intel(R) Management Engine BIDS Extension v3.8.Z2.8084
Copyright (C) 20883-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration

Change Intel(R) ME Password

Exit

Intel(R) New HE Password

[ESC1=Exit [ENTER1=Submit

4. Intel ME Configuration(Intel ME 2 &)S & EiGI & Al 2. <Enter> 3| & S22 8 AI2.
ME Platform Configuration(ME 2# & R 4)2 MEJIS(0: ¥ S4&, B SOI0IE JIs
Intel(R) Management Engine BIDS Extension v3.8.Z.8084

Copyright (C) 20883-87 Intel Corporation. AIll Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESC1=Exit [t]1=Select [ENTER]=Access

5. CS OIAIXIOH LFEHELICEH

Systemresets after configuration change. Continue (Y/N) (&0l HAE = AIAEO0 HEHEUCH HSSHAIZSLN? O/ OtLIL]) .

<y>3I|E FE2HAR.



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[Caution]
System resets after configuration changes
Continue: (Y/N)

& &2 Enabled(& 4 8 LICH 0| £F 2 Disabled(Hl & & 81)2 H2GHX OHAAIL. Intel AMTSE

6. CtS S4 & Intel ME State Control(Intel ME &HE] 21 EE)QILICL 0l S&2| J|=2 2
|1& S None(2l 8)22 HAETIYAIL.

2 H35toted = 2 Manageability Feature Selection(Z 2|4 J|ls S &8) S4&

Intel(R) Management Engine BIOS Extension v3.8.2.8684
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Firnvare Local Update Qualifier
Intel(R) ME Features Control 4
Intel(R) HME Power Control r
Return to Previous Menu

[ESC1=Exit [t4]1=5elect [ENTER]I=Access

[ 1 DISABLED)
[+] ENABLED

7. Intel ME Firmware Local Update Qualifier(Intel ME B Q0] 28 G0l E & B XHE HEGIYAIL. <Enter>I|E F2HAI2.
8. Always Open(Z4 HI|)S HEGHYAIR. <Enter> I E F2HAIL. 0l SH2| J|2 £F2 Always Open(ZH4 H2)LICH



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firnuare Local Update ﬁualifia

Intel(R) ME Features Control

Intel(R) ME Power Control P
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[=] ALKAYS OPEN

[ 1 NEVER OPEN
[ 1 RESTRICTED

9. Intel ME Features Control(Intel ME )| 5 21 E8)S &G AI2. <Enter> 3|S5 S22 A2,

Intel(R) Managenent Engine BIOS Extension v3.0.2.8884
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME State Control

Intel (R) ME Firnuware Local Update Eualzirer
Intel(R) WE Features Control

Intel(R) ME Power Control b
Return to Previous Menu

[ESC1=Exit [t4]=Select [ENTER]=Access

10. CI2 S42 Manageability Feature Selection(Z 214 JlS A EHALICL 0l JISS ZHE 22| REE SFELICL II2 252 Intel AMTLLICH



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ 1

Manageability Feature Selection|
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[#] Intel(R) AMT
[ 1 ASF

11.

Return to Previous Menu(0l & Ol =2 SO01J1J1)S HEGHAAIL. <Enter> IS S2HAIL.
Intel(R) Managenent Engine BIOS Extension v3.0.2.8884
Copyright(C) 2883-87 Intel Corporatiom.
[

All Rights Reserved.
]

Manageability Feature Selection
Return to Previous Menu

[ESC1=Exit [t4]=Select

[ENTER]=Access

12. Intel ME Power Control(Intel ME®E & 2 E

)E HEIGHA A2, <Enter> | E FEH AL



Intel(R) Managenent Engine BIOS Extension v3.0.2.8684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update Buafrlrer
Intel (R) ME Features Control

Intel(R) ME Power Control b
Return to Previous Hewu

[ESCI=Exit [t41=3elect [ENTER1=Access

13. C+S S 2 Intel ME ON in Host Sleep States(E A E HE AEHWl A Intel ME H J1)& LICt J| 2 &£&F & Desktop: ON in S0, S3, S4-5(CI AT & & FE: S0, S3, SS4-501 A HII)
ol

m F ST EStar £= M8 LA J12 £FE Desktop: ON in SO(CI A3 EH A FE: SO A 34 I)LICH

Intel(R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States|

Return to Previous Menu

[ESC1=Exit [t]1=Select [ENTER]I=Access

in S8, S3
in 38, S3, S4-5
in S8, ME HoL in
in S8, ME WoL in S3, S4-5
i , 53, 54-5, After Power Loss
, ME HoL in §3, S4-5, OFF After Power Loss

14. Return to Previous Menu(0l & Ol&=2 SO0HJ1J)S &AM AL, <Enter> 3|2 S 24 A2,



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [t41=3elect [ENTER1=Access

15. Return to Previous Menu(0l & Ol 2 SO0IJ1D1)E S S0 AL, <Enter> IS S 2 AI2.

Intel(R) Managenent Engine BIOS Extension v3.0.2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update Eualrirer
Intel(R) ME Features Control

Intel(R) ME Power Control b

Return to Previous Menu

[ESC1=Exit [t4]=Select [ENTER]=Access

16. MEBX HXE E26t10 ME €2 MEGHUAI2. ZHRE = Intel ME Configuration Conplete(intel ME 24 &&) HAIXNIS HAIS OIS MAIFHESLICL ME €0 &g
= Intel AMT £FE 8 E = ASLICH XAARE Intel AMT 724 Intel AMTE QIEH ZEI0| X PEZ SHSHE BARGHAAIL.

Intel AMT 22 4 : Intel AMTE AIEHZ2I0|X 2EZ 43
&t 2HE 2 Intel AMT 4 E&X S 84351612 US HHE oA AL,
E AN 2 T2 HA S0l Dell 212 30| LIEILIS <Ctrl><p>I| =& S s MEBx SEZ2 18 S AHSIYAIL.
S

£ 2otets ZSTEDL LIEFELICHE M Intel ME 2SS 2 26HAAIR2.
3. Intel AMT Configuration(Intel AMT 22 §)S M EIGIA Al L. <Enter> I|S S 28 AL



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t41=3elect [ENTER1=Access

4. HostName(8AE 018)2 HEGIAAIR. <Enter>I|E F2AAI2. 18t TS 0l Intel AMT ZRES 1R 01SS LAGHYAIL. <Enter> 3| E F28AI2.

SAE OIS0 S0l Z8E = SULL UEADN S5E SAE 0[50/ l=EXl HQGHHAIL. SAE OIS IPFAI 25 25 SSL2 000 (WS ZBFE IPAXI0 AASE £

ASUICH

Intel(R) Management Engine BIOS Extension v3.8.Z2.8684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

Conputer host name

[ESCI=Exit [ENTER]1=Subnit
5. TCP/IPS S EiGIA Al 2. <Enter> 3| & 2 A2,
CHS GIAIXIDF LEEHELICH
1 Disable Network Interface: (Y/N)(UESI QAEHOIAS HIEESHGHAIZIZS L[ O/ OFLIR] )
<n>I|E FEHAL.

UERIIt Hgdstds 32 25 &3 AMT IS0l HI2483t 50 TCP/IP 280 2R06HAI 2&LICHL 0l S22 MM OS HHA Al BHHE=E 488 2ele Z8ZEJL HE
AEUCH



Intel (R) Management Engine BIOS Extension v3.8.2.8884

Copyright (C) 2883-87 Intel Corporation.
[
Host Name
TCP/IP
Provision Model
Setup and Configuration
Un-Provision
ULAN
SOL/IDE-R
Secure Firnware Update

[ESCI=Exit [T4]1=3elect

Disable Network Interface:

1 [DHCP Enabl e] Disable DHCP (Y/N)([DHCP #4351 DHCPS HIE

i

<n>I|E FEHANL.

All Rights Reserved.
1

[ENTER]I=RAccess

(M)

S SSHAI S LI Ol OtLI 2] )

Intel (R) Management Engine BIOS Extension v3.8.2.8884

Copyright (C) 20883-87 Intel Corporation.
[
Host Name
TCP/ 1P
Provision Model
Setup and Configuration
Un-Provision
ULAN
SOL/IDE-R
Secure Firnuvare Update

[ESC1=Exit [t4]1=5elect

[DHCP Enabled]

Disable DHCP:

1 Donai n Nane( &01Q! 018)

All Rights Reserved.
1

[ENTER]I=Access

(Y7N)




Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Host Name

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

Domain name

[ESC1=Exit [ENTER1=Submit

6. Oil=0l A Provision Model(RI 8 2€)S HEUGHAAIR. <Enter> I E F2HAIL.

CHS BIIAIXIOF LEEFELICH

1 [Intel (R) AMI 3.0 Mvde] [Enterprise] change to Small Business: (YN ([Intel (R AMI 3.0 2E&] [AHEHZ20IX] A2 JIGHZ HISAIASLIN?

[0/ OtLI2])
<n>J|E FE2HAL.

Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESC1=Exit [t4]1=5elect [ENTER]I=Access

[Intel(R) AMT 3.8 Model
[Enterprisel
Change to Small Business: (Y/N)

7. OO0l Al Setup and Configuration(& Xl % T 4)S HEGHAAI2. <Enter> 3|5 SF2HAI2.



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
]
Host Name
TCP/ 1P
Provision Model
Un-Provision
VLAN
SOL/IDE-R
Secure Firnware Update

[ESCI=Exit [t41=3elect [ENTER1=Access

8. Current Provisioning Mode(8 M RIE £ E)E Hei6t0 &I ZES HAIGHAAIR. <Enter> 3|5 S2H A2 8T MS 20t ZAIELICH <Enter> I8 2Lt S&otei™
<Esc>I|E F2HAL.

Intel(R) Management Engine BIOS Extension v3.8.2.8684
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record
Provisioning Server
TLS PSK 4
TLS PRI r
Return to Previous Menu

[ESC1=Exit [t4]1=5elect [ENTER]I=Access

Provisioning Mode: PKI

9. Provisioning Record(Rl 3 J| §)E HE6IAAIL.

HZJIS2 ZFES M PSK/PKI IS CIOIEIE BEAIELICHL CIOIEIE 226tAl 42 &S MEBx:= Provision Record not present (M3 JIS0l §ASLICH HAIXIE Al
}. OIOIEH E &8t 2 Provision Record(Hl & JI1 §)= 012f HIAIX = GtLIE EAIGLICH

o
o
[u}


file:///c:/data/systems/op755/ko/amt/MEBX.htm#provision%20record

Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record
Provisioning Server
TLS PSK 4
TLS PKI r
Return to Previous Menu

[ESC1=Exit [t4]1=5elect [ENTER]I=Access

Provision Record is not present

10. Ol 5= 0l A Provisioning Server(RI&3 A H)E HEGHUAIR. <Enter> | E 28 AIL.

FEHAL. 02 €82 00.002LICH 0l Il ZF 2 DNS MU0l B AHE M3 A

>
[Id
x
T
)
i
ie
1
Qj
K
A
m
g
g
Vv
w
i

11.  Provisioning server address A
Hol IPZ2 MEte = A= 8501 »A

Intel(R) Management Engine BIDS Extension v3.B8.Z2.8084
Copyright (C) 268@3-87 Intel Corporation. All Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record

TLS PSK >
TLS PKI »
Return to Previous Menu

Provisioning server address

[ESC1=Exit [ENTER1=Submit

12. Portnumber(Z €
ol

HS) 20 LES 26t1) <Enter>3I|E F28AIR. 0|2 €32 02LICL )2 25 022 EHFE= 32 Intel AMTE ZE 997101 A RIS MBIE S8t
Ch M3 MO CHE

E0AM EFlots 22 0101 YHSHIAIL.



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record

Provisiening Server

TLS PSK 4

TLS PKI k
Return to Previous Menu

Port number (B-65535)

]

[ESCI=Exit [ENTER1=Submit
13. Oi=O0IlAl TLS PSKE S EIGHY AL, <Enter> 3| & S 28 AI2.

Intel(R) Managenent Engine BIOS Extension v3.0.2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record
Provisioning Server
TLS PKI 3
Return to Previous Mewu

[ESC1=Exit [t4]=Select [ENTER]=Access

14. [1S S&2 SetPIDand PPS(PID & PPS & H)QLICLPID & PPSE S22 25U SCSIt REE M AGHY USBIIE AFB5I0 L 4 USLICH

0l 82 M3 ID(PID) & M WA OIZ(PPS) YA EALICH PID= 8X10I0 PPSE=E 32X LICH 42Xt MIE ALOIOI CHAI(-) 2120H ASS2 HAIE E &5t PIDE 9XH0IM PPS= 40K+
2LICt sCS= Olefst ets2 M4alioF &LICH



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[

1
Set PID and PPS

Delete PID and PPS ==

Return to Previous Menu

Enter PID (e.g. ABCD-1234)

[ESCI1=Exit [ENTER1=Submit

15. Delete PID and PPS(PID & PPS & Hl) S 2 H2&LICHL 0l SE2 BREE Sot Al J|2gtez S¢

16. Return to Previous Menu(0| & Ol =2 S0IJID1)E ME5HAAIR. <Enter> I E S 24 A2,

Intel(R) Managenent Engine BIOS Extension v3.8.2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Set PID and PPS ==
Delete PID and PPS ==

Return to Previous Mewu

[ESC]=Exit [t41=8elect [ENTER1=Access

## — may cause Intel(R) AMT partial unprovision

17. Hi=0lA TLSPKIE SEGHYAIL. <Enter> 1€ =24 AI2.



file:///c:/data/systems/op755/ko/amt/troubleshooting.htm#default

Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record
Provisioning Server

TLS PSK r
TLS PKI

Return to Previous Mewu

[ESCI=Exit [t41=3elect [ENTER1=Access

18. Ol 0l Al Remote Configuration Enable/Disable(# 2
Jb QIEJ|2H(CA)S XIAGHA 8= &< Disabled(H| &

Intel(R) Management Engine BIOS Extension v3.8.2.8684
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
1
Remote Configuration EnablesDisable

Manage Certificate Hashes
Set FODN

Set PKI DNS Suffix

Return to Previous Menu

[ESC1=Exit [t4]1=5elect [ENTER]I=Access

[ 1 DISABLED)
[«] ENABLED
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Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ 1
Remote Configuration Enable/Disable w=

Manage Certificate Hashes
Set FODN
Set PKI DNS Suffix

Return to Previous Menu

Hash Name Default
eriSign Class 3 Primary CA-G1 [=]
VeriSign Class 3 Primary CA-G3 [«]
Go Daddy Class Z CA [*]
Starfield Class Z CA [#]1

[ESC1=Exit [INS]=Add [DEL1=Del [+]=Active [ENTER1=Uieuw
20. B0l Set FQDN(FQDN & B)S S EiGHAIAIR. <Enter> IS FEMAIR SAE LEW M3 Al FQDNES 251 <Enter> | €

Intel(R) Management Engine BIDS Extension v3.8.Z.8084
Copyright (C) 208@3-87 Intel Corporation. AIll Rights Reserved.
[ 1
Remote Configuration Enable/Disable ==

Manage Certificate Hashes
Set PKI DNS Suffix
Return to Previous Menu

Enter FODN of provisioning server

[ESC1=Exit [ENTER1=Submit

21. OO0l A Set PKI DNS Suffix(PKI DNS Z Ol At 8 &)S MHEGIA AR, <Enter> 3| E SEQ AL BIAE L0 PKIDNS ZOIALE 236t



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ 1
Remote Configuration Enable/Disable w=

Manage Certificate Hashes
Set FODN

Set PKI DNS Suffix]

Return to Previous Menu

Enter PKI DNS Suffix

[ESC1=Exit

[ENTER1=Submit

22. Return to Previous Menu(0l & Bil5=2 SO01J1J)S H&GHY AR, <Enter> IS S22 AIL.

Intel(R) Managenent Engine BIOS Extension v3.0.2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1
Remote Configuration Enable/Disable sx

Manage Certificate Hashes
Set FODN
Set PK1 DNS Suffix

Return to Previous Menu

[ESC1=Exit [t4]=Select [ENTER]=Access

*% - may cause Intel(R) AMT partial unprovision

23.  Return to Previous Menu(0l & Ol 2 S0I0ID[)E & &45H4 Al 2. <Enter> 3|

=
g5

S8 A2, 0l SEZ Intel AMT Configuration(Intel AMT 7 &) 0l = 2 SO0IJtAH &LICH

24. Un-Provision(d] HI3) S&2 MHELICL Ol S82 B
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25. OiI=0IM VLANS SEIGHAAIR. <Enter> I € T2 AL,

CtS BIIAIXIDF LEEFERLICH

1 [VLAN Disabl ed] Enable VLAN: (Y/N)([VLAN HI&&3] VLANS Z4d36HAISLN[ O/ OtLI2])

<n>IJ|E F2HAL.


file:///c:/data/systems/op755/ko/amt/troubleshooting.htm#default

Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [Ti]1=3elect [ENTER]=Rccess

[VLAN Disabled]
Enable VLAN: (Y/N)

26. SOL/IDE-RES S EGHAAIR. <Enter> 3| 2 A2,

Intel(R) Managenent Engine BIOS Extension v3.0.2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/ITE-R

Secure Firnmuware Update

[ESC1=Exit [t4]=Select [ENTER]=Access
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27. S BIAIXIDH LIEHLIO CHS 2012l Dl S50 EA

1 [Caution] Systemresets after configuration changes. Continue: (Y/N([=2] &0l HZE = AAEO0 MEHELICL AHSIHAIRSUIMN?[ G/ OtLIL] )

<y>3I|E F2HAR.



Intel(R) Hanagement Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation.
[

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/ IDE-R

Secure Firnware Update

[ESCI=Exit [t41=Select

[Caution]

All Rights Reserved.
]

[ENTER1=Access

Systen resets after configuration changes

Continue: (¥/N)

1 User name & Password( AEXH 018 & 235)

Enabled(& 4 3HE HEIS (IS <Enter> I E S 2R A2
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Intel(R) Management Engine BIOS Extension v3.8.2.086084

Copyright (C) ZBB3-87 Intel Corporation.
[
Host Name
1CP/IP
Provision Model
Setup and Configuration
Un-Provision
VLAN

Secure Firmuware Update

[ESCI=Exit [t41=Select

Username & Passuord
[ 1 DISABLED

[#] ENABLED

1 Serial Over LAN(LANS S8t Mg &)

Enabled(& & 31)S & €45t [}S <Enter> 3|2 S24AI2.

All Rights Reserved.
]

[ENTER1=Access



Intel(R) Hanagement Engine BIOS Extension v3.8.2.8084
Copyright(C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Secure Firmware Update

[ESCI=Exit [t41=Select [ENTER1=Access

Serial Over LAN
[ 1 DISABLED
[%]) ENABLED

1 | DE Redirection(lDE clClai#)
Enabled(& 4 3HE HEIS (IS <Enter> I E S 2R A2

Intel(R) Managenent Engine BIOS Extension v3.8.Z2.8084
Copyright (C) 2083-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

1CP/ 1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

Secure Firmware Update

[ESCI1=Exit [t41=Select [ENTERI=Access

IDE Redirection
[ 1 DISABLED

[%] ENABLED

28. [tS S8 2 Secure Firmware Update('2 & BRI 0f & GI0IE)LICL I £& 2 Enabled(& & 8hLICH



Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/ IDE-R

Secure Firmware Update

Set PRIC

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[ 1 DISABLED,

[#] ENABLED

29. SetPRTC(PRTC & &)S &&tLICh

Intel(R) Management Engine BIDS Extension v3.8.Z.8084
Copyright (C) 20883-87 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

Set PRIC

Enter PRIC in GMT(UTC) format(YYYY:MM:DD:HH:MM:SS)

[ESC1=Exit [ENTER1=Submit
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Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

Setup and Configuration
Un-Provision
ULAN

SOL/ IDE-R
Secure Firmware Update
Set PRIC

Return to Previous Menu

Timeout Value (1-65535)

i

[ESCI=Exit [ENTER1=Submit

31. Return to Previous Menu(0l & Bil=2 SO0IJIJ1)S H&GHY AR, <Enter> IS 2 AIL.

Intel(R) Managenent Engine BIOS Extension v3.0.2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Setup and Configuration
Un-Provision

ULAN

SOL/1DE-R

Secure Firnware Update
Set PRIC

Idle Timeout

Return to Previcus Menu

[ESC1=Exit [t4]=Select [ENTER]=Access

32 Exit(EB)E HE5IAAIQ. <Enter> I B 2 AL



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [t41=3elect [ENTER1=Access

33. CHS BIAIXIDOF LEEHELICH
Are you sure you want to exit? (Y/N:(SZStAIZSLIDZ[ O/ OtLIL] @)
<y> I F2AA2.

Intel(R) Managenent Engine BIOS Extension v3.0.Z2.08684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t41=Select [ENTER1=Access

fire you sure you want to exit? (Y/N):

34, ZFEI MAXELICL ZFEHE N0 M2 0SS Selct AL &1 2REIL 2X1 M0l A0 BHX| EHIOF €0 ASLICH
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Intel® Management Engine BIOS Extension(MEBX)2 IntelOil Al Dell™0fl M Z5t= dEiAt22] ROM 252 A Dell BIOSH| & /0 ASLICH MEBx= Dell™ ZHE 0l CHoll AHE X L AS
LICH
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Intel(R) Management Engine BIOS Extension v3.8.Z2.08684
right(C) 2883-87 Intel Corporation. AIll Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESC1=Exit [ENTER]=Submit

Change Intel ME Password(Intel ME & & # Z)S & Ei5H&AI2. <Enter> I|
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Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration

Change Intel(R) ME Password|

Exit

Intel(R) Mew ME Passuord

[ESCI=Exit [ENTER1=Submit

4. Intel ME Configuration(Intel ME 2 &)S & EiGH& Al 2. <Enter> 3| £ F28AI2.

ME Platform Configuration(ME 28 R 4)2 ME JIs(0: & S4, EY|

Intel(R) Management Engine BIOS Extension v3.0.2.8084
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) HE Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESC1=Exit [t4]1=5elect [ENTER]=Access

5. CIS HIAIXIOL LIEFELICH
Systemresets after configuration change. Continue (Y/N) (&S H2s = AIAEO0 MAFELICH

> I S2HNR.
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Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[Caution]
System resets after configuration changes
Continue: (Y/N)

6. OIS S4 & Intel ME State Control(Intel ME 2B 21 EE)ILICt 0l S€ 2| J|2 ZF 2 Enabled(&# & 8hHILICt 0l €& = Disabled(Hl & 4 8H)Z HZ6tXl OtAAIL. Intel AMTS
HIZ 4 35otei = 2 Manageability Feature Selection(Z 2| & J|s A& S4E None(RA 8)22 BAGHAAIR.

Intel(R) Management Engine BIOS Extension v3.8.2.8684
Copyright (C) 2083-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Firnvare Local Update Qualifier
Intel(R) ME Features Control 4
Intel(R) HME Power Control r
Return to Previous Menu

[ESC1=Exit [t4]1=5elect [ENTER]I=Access

[ 1 DISABLED)
[+] ENABLED

7. Intel ME Firmware Local Update Qualifier(Intel ME B Q0] 28 G0l E &3 XHE HEUGIYAIL. <Enter>I|E F2HAI2.
8. Always Open(Z4 HI|)S HEGHAIR. <Enter> I E F2HAIL. 0| SH2| J|2 £F2 Always Open(ZH4h ) LICH



9.

Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME utﬁte Control

Intel(R) ME Features Cuntru]

Intel(R) ME Power Control P
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[=] ALKAYS OPEN

[ 1 NEVER OPEN
[ 1 RESTRICTED

Intel ME Features Control(Intel ME Il 5 2 E &)2 GG AIR. <Enter>I| S F2HAI2.

Intel(R) Managenent Engine BIOS Extension v3.0.2.8884
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME State Control

Intel (R) ME Firnuware Local Update Eualzirer
Intel(R) WE Features Control

Intel(R) ME Power Control b
Return to Previous Menu

[ESC1=Exit [t4]=Select [ENTER]=Access

| IS0l HIgdstELch

ﬁ% Manageability Feature Selection(2 214 J|5 & S)ALICE 0| JISS EHE 22| LE2 SHELICHL 2 2F Intel AMTLLICH None(R 8) &4
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Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2683-87 Intel Corporation. All Rights Reserved.
[ 1

Manageability Feature Selection|
Return to Previous Menu

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[#] Intel(R) AMT
[ 1 ASF

11

Return to Previous Menu(0l & Ol =2 SO0IJ1J1)S HEGHAAIL. <Enter> IS S2XAIL.
Intel(R) Managenent Engine BIOS Extension v3.0.2.8884
Copyright(C) 2883-87 Intel Corporatiom.
[

All Rights Reserved.
]

Manageability Feature Selection
Return to Previous Menu

[ESC1=Exit [t4]=Select

[ENTER]=Access

12. Intel ME Power Control(Intel ME®E & 2 E

)E HEIGHA A2, <Enter> | E FE2EH AL



Intel(R) Managenent Engine BIOS Extension v3.0.2.8684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update Buafrlrer
Intel (R) ME Features Control

Intel(R) ME Power Control b
Return to Previous Hewu

[ESCI=Exit [t41=3elect [ENTER1=Access

13. C+S S 2 Intel ME ON in Host Sleep States(E A E HE AEHWl A Intel ME H J1)& LICt J| 2 &£F & Desktop: ON in S0, S3, S4-5(CI AT & & FE: S0, S3, SS4-501 A HII)
ol

m F ST EStar £= M8 LA JI2 £FE Desktop: ON in SO(CI A EH A FE: SO A 3 I)LICH

Intel(R) Management Engine BIDS Extension v3.8.Z2.8084
Copyright (C) 20@3-87 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME ON in Host Sleep States|

Return to Previous Menu

[ESC1=Exit [t4]1=8elect [ENTER]I=Access

53
, 33, 34-5
, ME HoL in
S8, ME HolL in S3, 54-5
58, §3, 34-5, After Power Loss
, ME MHoL in $3, S4-5, OFF After Power Loss

14. Return to Previous Menu(0l & OI'R2 SO01J1J1)S S AL, <Enter> IS F2HAIL.



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [t41=3elect [ENTER1=Access

15.  Return to Previous Menu(0l & Ol 2 SO0IJ1D1)E S S0 AL, <Enter> IS S 2 AI2.

Intel(R) Managenent Engine BIOS Extension v3.0.2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update Eualrirer
Intel(R) ME Features Control

Intel(R) ME Power Control b

Return to Previous Menu

[ESC1=Exit [t4]=Select [ENTER]=Access

16. MEBx IS %Eﬁ}ﬂ ME 242 MEGIYAIL. ZBFEI= Intel ME Configuration Conplete(intel ME 74 22) HAIXIE EAIE OIS MAIZELICHL ME 240 22

Intel AMT 22 &: Intel AMTE SMB2E=Z &
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1. ZREEHD FE Z2H2 SO0l Dell 210 31201 LIEIUH <Ctrl><p> J| A8 S =2 MEBx SEZ 28 S AIAGIYUAI2.
2. USE YHGts TSZEJ LIEHELICHL M Intel ME 2S5 E LG AIL.

=
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Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t41=3elect [ENTER1=Access

4. HostName(8AE 0l 8)2 HEHGIAAIL. <Enter> I E FEHAIL.
5. & TS 0l Intel AMT ZFES 1% 0|52 LY AL, <Enter> I E FE2HAIL.

S0l CHet ZFE 1P AXION A

Intel(R) Managenent Engine BIOS Extension v3.8.2.08684
Copyright(C) 2003-87 Intel Corporation. A1l Rights Reserved.
[ 1

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

Conputer host name

[ESC1=Exit [ENTER]=Submit

6. TCP/IPS HEGIYAIL. <Enter>3|E 28 A2,
7. CS OIAIXIDH LFEHLG THS 202l IS
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Disable Network Interface: (YN (UERI AHHOIAE H
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Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [T4]1=3elect [ENTER]=Access

Disable Network Interface: (Y/N)

1 [DHCP Enable] Disable DHCP (Y/ N ([DHCP 243l DHCPE HIZASIGHAIZIS LN O/ OtLI2])

FE24A2.

[T
L

<n>3

Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2@83-87 Intel Corporation. ALl Rights Reserved.
[ ]

Host Nane

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESC1=Exit [t4]1=8elect [ENTER]=Access

[DHCP Enabled]
Disable DHCP: (Y¥/N)

1 Domain Nane( E0IQ! 015)



Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

Host Name

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

Domain name

[ESC1=Exit [ENTER1=Submit

8. Oi=0IlAl Provision Model(Hl 8 2g)S S EIGHAAIL. <Enter> IS F2HAI2.
9. CIS BIAIXIOF LIEFELICH

1 [Intel (R AMI 3.0 Mbde] [Enterprise] change to Snall Business: (Y/N([Intel (R AMI 3.0 2E5]

[0/ OFLI2] )
<y>II2 F2UANL.

Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2@83-87 Intel Corporation. ALl Rights Reserved.
[ 1

Host Nane

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESC1=Exit [t)]1=8elect [ENTER]=Access

[Intel(R) AMT 3.8 Model
[Enterprisel]
Change to Small Business: (Y/N)
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Intel (R) Management Engine BIOS Extension v3.8.2.8884
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

[ESCI=Exit [Ti]1=3elect [ENTER]=Rccess

[VLAN Disabled]
Enable VLAN: (Y/N)

13. SOL/IDE-RS HE{GIA AIR. <Enter> IS S22 AIL.

Intel(R) Managenent Engine BIOS Extension v3.0.2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

TCP/1P

Provision Model

Setup and Configuration
Un-Provision

VLAN

SOL/ITE-R

Secure Firnmuware Update

[ESC1=Exit [t4]=Select [ENTER]=Access
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Intel(R) Hanagement Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation.
[

[ESC1=Exit

All Rights Reserved.
1

Host Name

TCP/IP

Provision Model

Setup and Configuration

Un-Provision

VLAN

SOL/IDE-R

Secure Firnware Update

[t41=Select [ENTER1=Access

[Caution]

Systen resets after configuration changes

Continue: (¥/N)

1 User nane & Password( AtEX 018 & 235)

Enabled(& 4 3hS Mt OS5

0l 82 WebGUIOI Al AtEXH &

<Enter>J|E F24 A 2.

USE FIGHES LICL 0l SE0| HIHEE = B2 2A2/XeH MEBx &2 A AIA

Intel(R) Managenent Engine BIOS Extension v3.8.Z.8084

Copyright (C) Z863-87 Intel Corporation.

[ESCI=Exit

1 Serial Over LAN(LANS S8t

Enabled(& & 3hHE Lt Ths

All Rights Reserved.
[ ]

Host Nanme

TCP/IP

Provision Model

Setup and Configuration

Un-Provision

ULAN

Secure Firmware Update

[t41=Select [ENTERI=Access

Username & Password
[ 1 DISABLED

[%] ENABLED

<Enter> 3|2 F24 A 2.
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Intel(R) Hanagement Engine BIOS Extension v3.8.2.8084
Copyright(C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

1CP/ 1P

Provision Model

Setup and Configuration
Un-Provision

Secure Firmware Update

[ESCI=Exit [t41=Select [ENTER1=Access

Serial Over LAN
[ 1 DISABLED
[%]) ENABLED

1 | DE Redirection(lDE 2lCla&)
Enabled(& 4 3HE HEiSH (IS <Enter> IS S2UAIL.

Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright(C) 2863-87 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

1CP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firmnware Update

[ESCI=Exit [t41=Select [ENTER1=Access

IDE Redirection
[ 1 DISABLED

[%] ENABLED

15. C[}S SHE Secure Firmware Update('2 2t B 0] & 0I0IE)QLICL JI2 & E Enabled(&# 4 3 LICH
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Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

TCP/ 1P

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/ IDE-R

Set PRIC

[ESCI=Exit [T4]1=3elect [ENTER]=Access

[ 1 DISABLED)
[#] ENABLED

16. SetPRTC(PRTC & &)S =&LICH

2t

Intel(R) Management Engine BIDS Extension v3.8.Z.8084
Copyright (C) 20883-87 Intel Corporation. All Rights Reserved.
[ ]

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

ULAN

SOL/IDE-R

Secure Firnware Update

Set PRIC

Enter PRIC in GMT(UTC) format(YYYY:MM:DD:HH:MM:SS)

[ESC1=Exit [ENTER1=Submit
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Intel(R) Management Engine BIOS Extension v3.8.2.8084
Copyright (C) 2883-87 Intel Corporation. All Rights Reserved.
[ ]

Setup and Configuration
Un-Provision
ULAN

SOL/ IDE-R
Secure Firmware Update
Set PRIC

Return to Previous Menu

Timeout Value (1-65535)

i

[ESCI=Exit [ENTER1=Submit

18. Return to Previous Menu(0l & Ol=2 SO0IJ1J1)E HEIGHAAIL. <Enter> IS S 2/ AIL.

Intel(R) Managenent Engine BIOS Extension v3.0.2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Setup and Configuration
Un-Provision

ULAN

SOL/1DE-R

Secure Firnware Update
Set PRIC

Idle Timeout

Return to Previcus Menu

[ESC1=Exit [t4]=Select [ENTER]=Access

19. Exit(E B)E HE5HAAIQ. <Enter> IS F2AAIL.



Intel(R) Managenent Engine BIOS Extension v3.0.Z2.0684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [t41=3elect [ENTER1=Access

20. CtS OIAIXIOH LFEHSLICEH

2
o

Are you sure you want to exit? (Y/ N :(ZZ3tA LIDE2[ Gll/ OFLI2] 1)

<y>IIE F2UALQ.

Intel(R) Managenent Engine BIOS Extension v3.0.Z2.08684
Copyright(C) 2883-87 Intel Corporation. A1l Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
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